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1. Product Description

The OpenVPN Modbus has few security levels:
1) Encryption.
The OpenVPN use asymmetric keys encryption.
Each unit receives from the server public key and private key which are unique to the unit.
Each time the server sends a message it encrypts it with public key that can be opened
with the private key that only the destined unit can decrypt.

2) Differentiate protocols.
The EZmoto client side uses RTU protocol to communicate with its controller, while the
EZmoto server side uses TCP protocol to communicate with its controller, this
differentiation of protocols prevents from an outside source to change parameters in client

controller.
3) The EZmoto has 3 main communication interfaces: Network Wan (3g), Network LAN

(Ethernet) and RTU (RS485). All 3 of them are secured, implementing a FW on the network
interfaces, and a unique OpenVPN capabilities. The RTU will communicate only with a
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dedicated application (for example Modbus).
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The EZmoto OpenVPN product allows two sites to inter-connect seamlessly as if each of them
connects through a L2 switching cloud or a simple RJ45 cable.

The communication bridges through a GSM network, and encrypts the data, all the way from L2
(Ethernet frames) to L7 (User applications), allowing the safety, mobility and the use of low level
communication methods (for example, L2 broadcasts / multicast frames, low level protocols,
etc..).

Furthermore, if managed so by the cellular company, each may also have connection to the
Internet, using its own EZmoto unit. This allows sharing the traffic load, instead of creating a
bottleneck in a single site leading to the net.
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There is always a single Server VPN EZmoto (Master EZmoto), and it should always be up and
running, consider it as the server of this L2 GSM network.

The VPN can hold up to 20 clients.

In order for the VPN to work flawlessly, its server should have a sim card with a static Pl Address,
so the server would be reachable for the clients at all times.

2. Setting-up Equipment

Setting up a EZmoto unit

1) Insert the micro SD card to the EZmoto units.
2) Connect the EZmoto units to power.
3) Open putty with the correct com at 115200 baud rate (instructions for putty install are in

section 5).

If this is the first use of the unit you need to get its IP.
To do so follow these steps:
1) Inthe putty window enter the ifconfig cmd.
2) Check to see if br0Ois present, if so write down the IP.
Otherwise write the IP address under the br-lan interface.
3) Do the described steps for all the EZmoto units.

APN configuration

The first time setup of the Master and Slave units requires configuring the APN of both.
1) Connect the Ethernet cable, set-up your computer's LAN IP so it would match the
EZmoto's network Address (refer to section 3 in this manual for how-to setup IP
Address in your local computer).
2) Openthe Web Browser and enter the EZmoto IP Address. Refer to appendix B for first
use of the OpenWRT.
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3) Open network tab

[ OpenWrt - Overview - Lu. X ‘ - -

.

| & C [} 10.8.0.10/cgi-bin/luci/:stok=ff2ff68"

- — — - - -

| Overview | Firewall  Routes Kernel Log

Changes: 0

Status

System

Hostname

Model

Firmware Version
Kernel Version
Local Time
Uptime

Load Average

Memory
Total Available

Free
Buffered

Network

IPv4 WAN Status

OpenwWrt

Raspberry Pi

OpenWrt Chaos Calmer 15.05-rc2 / LuCI Master (git-15.146.54948-a497fba)
3.18.14

Wed Jul 1 17:31:50 2015

1d 3h 16m 25s

2.82, 247, 2.30

414056 kB / 449920 kB (92%)
412904 kB / 449920 kB (91%)

1072 kB / 449928 kB (0%)

Type: 35
Address: 2.54.233.50
£ Netmask: 255.29%.255.253
29 Gateway: 2.54.233.58
22 DNS 1:82.102.139.20
DNS 2: 82.102.139.10
Connected: 1¢ 3h 15m 333

4) Edit the 3G interface

www Gatetel com Ry e X www.gatetelcom/Sley/E X wmpmeteleomles B2 X ) [ Openiit « Joterfaces « L. X |

« c 10.8.0.1

. Interfaces | OHCP and ONS  Hostnames  Stabx Routes  Dwgnosics

Interfaces

Frenal

L) Lo | & il

Interface Overview
Network Status

Uptimes Oh 9m 365
AN

belan
Oh 8m
RX: 20.08 K8 (239 Phts.)

TX: 213.06 K8 (950 Phts.)

%
u
W TP 10.106.96.160/32

“JAGD new interface
Global network options

1P ULA-Prefic

Powered by LuCl Master (git-15.146.54948-2497Tha)

Foi3 eeft 0471 /23
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5) Enter the APN and click Save & Apply

5 § System | Services | MIM | Network
Interfaces  OHCOP and ONS  Hostnames  Stald Routes  Dwagnosics  Frendll

3G AN

Interfaces - 3G

On this pape you can configure the network interfaces. You can bridge several interfaces by ticking the “bridge Interfaces” field and enter the names of several network interfaces separated by spaces. You can also use
VLAN notation £.VLANA (00,0 ethd.L

Ugptinee: 0h 10m 25
RX: 22 B (2 At

o3 TX: 22207 KB Phts.)
IPv4: 10.186.56.160/32

Pretecol [UMTS/GPRSEV-DO

Modem device [[devatyACM3

Service Type [OMTSIGPRS

[mém co 4

#]Back 1o Overview D Reset

Powered by LuCl Master (git-15.146.54948-2497Tha)

3. OpenVPN and MODBUS installation

To install the OpenVPN on the client or master follow the next steps:

1) Make sure you have the installation files on your computer.

2) Connect the EZmoto unit to the computer using the USB-RS232 cable.

3) Open putty (see appendix C).

4) Make sure the firewall is off using the following commands:
'fw3 stop' (the default password is 1-6)
'fetc/init.d/firewall disable'.

5) Inthe computer, where the installation file are, go to the directory of the
installation files.

6) Copy the installation file using:
In windows command line 'pscp * root@ipaddress:root' (with password 1-6).
In linux terminal 'scp * root@ipaddress:root' (with password 1-6).
e.g. 'pscp * root@10.186.96.168:root'.

7) Go to the EZmoto unit you want to install in the OpenVPN via putty.

8) Add permission to the installation file enter ‘chmod +x install.sh'

9) Install using './install.sh'

10) 'reboot'.
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To install the MODBUS on the client follow the next steps:

1) Make sure you have the installation files on your computer.

2) Connect the EZmoto client unit to the computer using the USB-RS232 cable.

3) Open putty (see appendix C).

4) Make sure the firewall is off using the following commands:
'fw3 stop' (the default password is 1-6)
'/etc/init.d/firewall disable'.

5) Make a directory in root in which the installation files will be copied to using
'cd ~' and then 'mkdir <name>' e.g. 'mkdir temp'.

6) In the computer, where the installation file are, go to the directory of the
installation files.

7) Copy the installation file using:
In windows command line
'pscp add2boot.py install.sh modbus.tar.gz root@clientipaddress:root' (with
password 1-6, temp is the directory you created).
In linux terminal:
'scp add2boot.py install.sh modbus.tar.gz root@ clientipaddress:root/temp' (with
password 1-6, temp is the directory you created).
e.g. 'pscp * root@10.186.96.168:root/temp'.

8) Go to the EZmoto unit you want to install in the MODBUS via putty.

9) Add permission to the installation file enter 'chmod +x install.sh'

10) Install using './install.sh' — the screen bellow will appear

/dev/ttyUSBO - PuTTY

root@Openlrt:/# cd root
root@Openkrt:™# mkdir temp
root@Openlrt:V# cd temp/
root@Openlrt:™/temp# ,/install.sh
etc/

etc/init.d/

etc/init.d/modbus.sh
etc/modbus_config.py

usr/sbin/modbusd/
usr/sbin/modbusd/uCDaemon
usr/sbin/modbusd/sock_modbus.py
usr/sbin/modbusd/uCDaemon. py
usr/sbin/modbusd/EZ2Moto_UC, py
usr/sbin/modbusd/IIcOverSock.py
usr/sbin/modbusd/modbus_crc.py
usr/sbin/modbusd/modbus_config.py
usr/sbin/modbusd/coilreg_io.py
added to rc.local boot file
root@Openlrt:™/temp# ls
modbus.tar.gz

root@0penkrt:~/tempt [Jj

11) Enter 'reboot’
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4. Creating Keys
To create keys for the master unit, follow the next steps:
1) Connect the EZmoto master unit to a computer using the USB-RS232 cable.
2) Open putty (see appendix C).
3) Open the vars file found in /etc/easy-rsa using nano or vi
e.g. 'nano /etc/easy-rsa/vars'.
4) Scroll down and edit the following parameters:
KEY_SIZE (should be 2048)
KEY _COUNTRY
KEY_PROVINCE
KEY_CITY
KEY_ORG
KEY_EMAIL
KEY_OU
You can choose any name to enter to the specified parameters

o0ot@0Openlrt:/# nano /etc/easy—-rsa’/vars
GNU nano 2.4. etc/easy-rsa/vars

H easy—-rsa parameter settings

NOTE: If you installed from an RPM,
don't edit this file in place in
/usr/share/openvpn/easy-rsa —

instead, you should copy the whole
easy—rsa directory to another location
(such as /etc/openvpn) so that your
edits will not be wiped out by a future
OpenV¥PN package upgrade.

This wvariable should point to
the top level of the easy-rsa

tree.
xport EASY_RSA="/etc/easy-rsa”

1
# This wvariable should point to
# the requested executables

[ Read 80 lines 1
& Get Help Write Out QI Where Is QY Cut Text QO Cur Pos B Prev Page
Read File g\ Replace A Uncut Textgl Go To Linegdlj Next Page

Activities ,-,I’Furrv SSH Clientv T Ov
/dev/ttyUsB1 - PuTTY Y=Y <]
GNU nano 2.4.1 File: /etc/easy-rsa/vars

me DH parms

# In how many d 1d the root CA key expire?
lexport CA_EXPIRI

# In how many d 1d certificates expire?
export. KEY_EXPT

For fields

ir tificate.
these fields blank.
i

Write Out J Where Is Cut Text RN Prev Page
X Read File @\ Replace Uncut Tex Wl Next Page
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5) Run vars as script with the command: '. .vars' (with space between the dots).

6) Enter the command 'clean all'.

7) Build certificate authority with 'build-ca'.
Check that ca files were created in keys directory 'ls /etc/easy-rsa/keys'. Two files
should appear ca.crt ca.key.

Jdev/ttyUSBO - PuTTY

root@Openkrt:/# ls /etc/easy-rsa/keys/
c02,crt cO7.crt ca.crt
c02,csr cO7.csr ca.key
c02. . key c07.key anzuas, pem
04 . pem c03.crt c08.crt index.txt
05, pem c03.csr c08.csr index.txt.attr
06, pem c03. key c08. . key index.txt.attr.old
c04.crt c09.crt index.txt.old
c04,.csr c09,csr serial
c04 ., key c09., key serial.old
c05.crt cl0.crt server.,crt
c05.csr cl0.csr server,csr
c05, key cl10,.key server. . key
c06.crt cli.crt
c06,csr cli.csr
c06, key cll.key
root@0penkrt:/# []

8) Build server keys with 'build-key-server <name>' e.g. 'build-key-server server'
9) Check that server key files were created in keys directory 'ls /etc/easy-rsa/keys'.
Three files should appear name.crt name.csr name.key

/dev/ttyUSBO - PuTTY

root@0penkrt:/# ls /etc/easy-rsa/keys/
.pem c02,crt . ca.crt
.pem c02,csr . ca.key
.pem c02,key . dh2048 . pem
.pem c03,crt . index.,txt
.pem c03.csr . index,txt.attr
.pem c03, key . index,txt.attr,old
.pem c04.crt . index.txt.old
.pem c04,csr . serial
.pem c04,key . serial.old
.pem c05.crt . server,crt
.pem c05,csr " server,csr
.pem c05. key . server, key
c06.crt
c0B,csr
cO1.key c06, key
root@0penkrt:/# []

To complete the master key production enter 'build-dh'. This operation could take a
while, be patient.

The final step is updating the settings.conf file with the current key,
10) Go to root using 'cd ™'
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11)

/dev/ttyUSBO - PuTTY

GNU nano 2.4.1 File: settings.conf

ode=server
ca—crt=ca.crt
cert=server.crt
key=server. key
ip3g=10.186.96.174
vpnproto=udp

At Get Help
R4 Exit

[ Read 10 lines 1
Write Out @ Where Is g4 Cut Text ¢
Read File gl Replace Y Uncut Textpll

12) Enter 'reboot' to finish the process.

Edit the key field in the settings.conf file using 'nano settings.conf' .

Cur Pos M Prev Page
Go To Linegll] Next Page

Now you can create keys for the client units. To do so follow the next steps:

When asked if to commit press y and enter.

Activities (#PuTTY SSH Clientv
/dev/ttyUsSBO - PuTTY

, T will be doing a rm —rf on /etc/easy-rsa/keys
8 bit RSA private key

Name or a DN.
an some blanl
ere will be a default va.
, the field will be left blank.
try Name (2 letter code) [ILI:
e or Province Name (full name) [HFA]:
i i IFA

company ECTRICITY-COMP

your name or your server's hostname) [c12]:
uri.kritman@iec.co.ill:

enter the following 'extra’ attrib

sent with your certificate request

[to
A challenge passuo
An optional

nizationalUnitl
onName

Le requests certified, commit? [y/nly]
th 1 new entries

1 out of 1 certific
lirite out database
Data Base Up d
rooteopentirt: /# []

ertificate is to be certified until Aug
Sign the certificate? [y/nl:iy

1 out of 1 certificate requests certified,

Write out database with 1 new entries

Data Base Updated

EZmoto OpenVPN User Guide Ver2 August 2015

In the master unit enter the command 'build-

key <name>' e.g. 'build-key c12".

Press enter until questioned 'sign the certificate?' and press y and enter.

2 03:17:34 2025 GMT (3650 days)

commit? [y/nly
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3. Check that the client key files were created in keys directory 'ls /etc/easy-rsa/keys'.
Three files should appear name.crt name.csr name.key

/dev/ttyUSBO - PuTTY

root@Openlrt:/# ls /etc/easy-rsaskeys/

01 .pem cO2.crt ca.crt
.pem cO02.csr ca.key
.pem c02. . key dh2048 . pem
.pem cO3.crt index.txt
.pem cO3.csr index.txt.attr
.pem cO03.key index.txt.attr.old
.pem cO4.crt index.txt.old
.pem c04.csr serial
.pem c04 . key serial.old
.pem cO5.crt server.crt
.pem cO5.csr server.csr
.pem cO05. key server.key

cOl.crt cO6.crt

cOl.csr cO06.csr

cO1.key c06 . key

root@Openkrt:/# []

In order to transfer the keys from the master to the clients via 3g, do the following steps:
1. Connect to the client you wish to transfer the key to, using the USB-RS232 cable.

2. Disable the firewall at the client using the command 'fw3 stop' (the default password is
1-6) and then '/etc/init.d/firewall disable'.
3. Transfer the key files with secure copy using the command:

'scp keys/ca.crt keys/<name>.* root@clientipaddress:/etceasy-rsa/keys'.
e.g. 'scp keys/ca.crt keys/c12.* root@10.186.96.18:/etc/easy-rsa/keys'.
4, Check that the files were transferred using 'ls /etc/easy-rsa/keys'
Four files should appear <name>.crt <name>.csr <name>.key ca.crt.

/dev/ttyUSB1 - PuTTY

root@Openkrt:/# ls /etc/easu-rsa/keus/
cli.crt cll.csr cll.key ca.crt index.txt serial
root@Openlrt:/# ||

The final step is updating the settings.conf file with the current key,
Go to root using 'cd ™'
Edit the key field in the settings.conf file using 'nano settings.conf".

Jdev/ttyUSB1 - PuTTY
GNU nano 2.4.1 File: settings.conf

Mode=client

[ Read 10 lines I
Q€ Get Help Write Out QU Where Is QN Cut Text [Q® Cur Pos @] Prev Page
g Exit Read File g\ Replace Y Uncut Textgll Go To Linegll] Next Page

7. Enter 'reboot' to finish the process of installing key.
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5. OpenVPN network configuration

Obtaining the ip3g address of the server after configuration
1) Open a browser.

2) Enter the IP address of the EZmoto server.

3) Login to the OpenWRT.

4) Look for the Network -> IPv4 Wan Status section in the page to see the address.
5) Write down the address.

OpenWrt | OpenWrt Chaos Calmer 15.05-r¢2 | Load: 2.12 2.21 2.15 | Auto Refresh: on Changes: 0

Overview

Status

423002 8 / 449900 4B (3%

420006 48 / 449920 4B (90%

Another way to see the 3g IP Address is to enter the console (COM PORT using Putty) and issue
'ifconfig' command.

[dev/ttyUsBo - PuTTY

LN
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Bridged Bridged

a8 s
Eth Interface Tunnel Tunnel Eth Interface
= 3G 3G L
. 2 oM —
Server VPN ) Client VPN
-4 (Master) (Slave) N

The
Slave is programmed to look for the Master 3G IP Address, to set up a tunnelled Layer-2 VPN
service. Afterwards, the system is automatically bridging the Layer-2 Tunnel with the Ethernet
Interface, creating a new Layer 2 Interface called BrO.

In order to set up the VPN Service, an IP Address for the BrO must be configured. Once configured,
the EZmoto client can be queried by the Server side.

If the EZmoto Client's cellular reception / network is by any means not responsive, The Client side
will revert to the original LAN address and settings.

The OpenVPN service can be configured with nonstandard IP protocol / port. The configuration
method will be explained in detail in the following section. However, if chosen to do so, one must
update the local FireWall rules of the EZmoto.

Instructions for opening ports for the OpenVPN (or any other application for that matter) can be
found in section appendix D.

Env-variables configuration

The following Env-variables found in /root/settings.conf should be set:
* Master 3G IP Address (for Slaves only)

* VPN Tunneling Proto + Port

* VPN-LAN IP (A.K.A. Br0)

The variables are found in the file settings.conf in the following format:
Smode=server/client (constant value)

Sip3g=x.y.z.w (see section 2.3.2)

Svpnproto=udp/tcp (default udp)

Svpnport=## (default 1194)

Sipbr=x.y.z.w (e.g 10.10.10.10)

Sipbrmask=x.y.z.w (mask address e.g 255.255.255.0)
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root@Openlrt:™# cat settings.conf
mode=server

ip3g=2.94.233.28

vphproto=udp

vpnport=1194

ipbr=10.8.0.10

ipbrmask=255,255,255,0
ipbrserv=10.8.0.10
root@0penkrt:“# |

To change these parameters, open the described settings file with the terminal using the following
commands:

1) cd~

2) nano settings.conf

3) Change the described parameters

4) Reboot the system (write reboot in cmd or issue a hard reset)

Server side configuration
1) Get the 3g IP Address of the Server EZmoto (as described in section 3)
2) Go to the settings.conf file as explained in the previous section.
3) Choose an IP Address for your tunneled virtual Lan(for your client and server)
4) Enter your choice in ipbr, ipbrmask and ipbrserv fields (ipbr and ipbrserv should be the
same IP, it is the EZmoto IP on the tunnel)
5) Reboot to save configuration.

Client side configuration
1) Go to the settings.conf file as explained in the previous section.
2) Config all the following fields: ip3g (the server 3g ip address), ipbr (the local ip address of
the client EZmoto when the VPN is up - a.k.a br0), ipbrmask (ipbr netmask), and ipbrserv
(the server ipbr)
3) Reboot to save configuration
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6. Modbus serial parameters configuration

1. Edit the configuration file '/etc/modbus_config.py'

You can choose nano or vi.

root@0penkrt:~# nano /etc/modbus_config.py i}

2. Edit the SerialParams variable in the file:

# App imports this file to sock_modbus.py

# Choose one of the following options: 'tcpserver', 'tcpclient', 'rtuserver', 'rtuclient', 'tcp2rtu', 'rtu2tcp’
mode="tcp2rtu’
# Choose TCP/IP parameters

ip="10,0,0,202"
port=9999

Choose Serial parameters (uses pySerial default values), Port is mandatory. To Config use one of the following:
string: sets port only (all else uses default values) e.g.

e.g., '/dev/ttyusB2'
tuple: set values in this order: {port, baudrate, bytesize, parity, stopbits, timeout, xonxoff ..)

('/dev/ttyuUsB2', 9600 , 7, 'E', 1)
dictionary: sets specific parameter use (all else uses default values)
e.g. {'port':'/dev/ttyUSB2', 'baudrate':115200}
e.g. {'port':'/dev/ttyUSB2', 'parity':'E'}

#

#

#

#

#

# e.g. ('/dev/ttyuUsB2', 115200, 8, 'N', 1, 0.4, True)
#

#

#

#

# default values: baudrate = 9600, bytesize = 8, parity = 'N', stopbit = 1, timeout = 0,1 (cannot be in blocking mode), xonxoff = False ...

BerialParams={"'port':'/dev/ttyusB2', 'parity':'E'}

3. Reboot to save
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7. Appendix A

(Windows)
To set an IP address, go to control panel, and choose Network and Sharing Center.

Click on the Local Area Connection and choose properties

&)
GOV,‘;: « Net.. » Network and Sharin... - | 4y , I Search Control Panel )
Control Panel Home . . . . ®
View your basic network information and set up
Change adapter settings connections
Change advanced sharing i L /_? e Seefull map
settings &> e
G FRANKENPC... Network Internet
(This computer)
View your active networks Connect or disconnect |
Access type: Internet
H p Joined
t Home network Connections:| § Local Area
Connection|

Change your networking settings
ﬁ. Set up 3 new connection or network

See also Set up a wireless, broadband, dial-up, ad hoc, or VPN
connection; or set up a router or access point.

HomeGroup
Internet Options -s. Connect to 2 network
Windows Firewall Connect or reconnect to a wireless, wired, dial-up, or VPN

network connection. -

Select Internet Protocol Version 4 (TCP/IPv4) and choose Properties

U Wireless Network Connection Properties g

Networking | Sharing

Connect using:
i i" Broadcom 802.11n Network Adapter ‘

This connection uses the following items:

o=} \irtualBox Bridged Networking Driver -
451 005 Packet Scheduler

.Q File and Printer Sharing for Microsoft Networks
-a. Intemet Protocol Version 6 (TCP/IPv6)

W et Protocal Version 4 (TCP/IPv4) | gl

-4 Link-Layer Topology Discovery Mapper 1/0 Driver

m

& Link-Layer Topology Discovery Responder v
< | 1] S

Install... \ Uninstall | ’ Properties l
Description

Transmission Control Protocol/Intemet Protocaol. default
wide area network protocol that provides communication
across diverse interconnected networks.

[ ok J[ Concel |

Set up the IP address, Subnet mask and Default gateway, you can also set up DNS Servers if you
wish.

EZmoto OpenVPN User Guide Ver2 August 2015
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Internet Protocol Version 4 (TCP/IPv4) Properties @g

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(©) Obtain an IP address automatigélly
|©@ Use the following IP address:|

IP address: 0.0 .0.
Subnet mask: 255 .255.255 .

Default gateway: 192,168 . 0 .

Obtain DNS server address automatically
(@) Use the following DNS server addresses:
Preferred DNS server: @_ 8 .8 .
Alternate DNS server:

8 .8 .

[T validate settings upon exit

@—

When you are done, press ok to save.

(Linux)

Open a command line terminal, and issue the ifconfig command the following way:

Ifconfig <intf> <ip-address> netmask <subnet-mask>

broadcast 192.168.18.255
[root@honding_testhed rootll#f ifconfig hi
hond@ Link encap:Ethernet HWaddr 0:
inet addr:192.168.10.18 Bcast:192.168.
UP BROADCAST RUNNING MASTER MULTICAST MIU:1508 Metric:1
R packets:8 errors:B dropped:8@ overruns:B frame:@

TR packets:8 errors:8 dropped:8@ overruns:8 carrier:@
collisions:@ txqueuelen:@

RX hytes:@ <8.8 b> TX hytes:0 (8.8 h>

[root@honding_testhed rootl#f _

~MLinux_Terminal A FHEREHE -[ox]
[root@honding_testhed rootl# ifconfig bond® 192.168.10.18 netmask 255.255.255.0 4]

255 Mask:255.255.255.8

-

When you're done you can view the interface with the ifconfig command (you must have
privileges to change these settings, be root or use sudo accordingly).

To check connectivity, in any OS, use the ping command in command line.

Here is an example of a working connectivity between two stations:

EZmoto OpenVPN User Guide Ver2 August 2015
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C:\WINDOWS\system32\cmd. exe

\Documents and Setting dninistratordping 69.147.114.7

Pinging 147.114.224 with 32 byt of data:

time=488ns TTL
3

for 69.147.114
Sent 4, Recei

round trip ti i
un 483ms ,

and Settings\Mdninistrator>ping gma
Pinging gmail.com [209.85.1 19) with 32 bytes of data:
tinme
ly fron .85 S 2
1y fronm .85.153. 32 tir
1y from .85.153.19: 32 time
statisti for 209.85. 3.19:
Packe Sent 4. Received 4,
pproximate round trip times in milli

Mininun 131m inun 140ns .

IC:\Documents and Setting dnini ratord
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8. Appendix B

Entering the OpenWRT for the first time
1) Open your browser and enter the EZmoto IP Address.

f = &
rD OpenWrt - LuCl x \ _

€« C' [} 10.8.0.10/cgi-bin/luci

g
n

Ope Ope ao alme 0 oad

Authorization Required

Please enter your username and password.

Username [&root ]

Password

@Reset {([@Login

2) Enter the password and click Login (the default password is 123456).
3) Go to system tab.

files/E2. X )/ [ OpenWrt - Overview - Lut x Y ) ol )

€« C | [) 10.8.0.1/cgi-bin/luci/;stok=76127d0de4eca5d7e8782728527fe020 =

[') www.gatetel.com/files/Ez! x Y [ m/files/EZl % { [

OpenWrt | OpenWrt Chaos Calmer 15.05-rc2 | Load: 2.57 2.32 2.28 | Auto Refresh: Changes: 0
status || system | Services Network
Firewall Routes  System Log _ KernelLog _ Processes _Realtime Graphs

Overview |

Status

System
Hostname OpenWrt
Model Raspberry Pi
Firmware Version OpenWrt Chaos Calmer 15.05-rc2 / LuCI Master (git-15.146.54948-a497fba)
Kernel Version 3.18.14
Local Time Sun Jul 12 18:23:31 2015
Uptime 2h 4m 47s
Load Average 2.42,2.33,2.28

Memory
Total Available [ 421108k /245528 kB (53%) |
Free [ s20032 18 / 49528 8 (53%) |
Buffered [ romke/sssssieion) |

Network

1Pv4 WAN Status Type: 3g
Address: 10.186.56.160
2~ Netmask: 255.255.255.255
20 Gateway: 10.166.56.160
35 DNS 1:52.102.139.10
DNS 2: 62.102.139.20
Connected: 2h 3m 46

IPv6 WAN Status

. Not connected
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4) Go to administration tab.

Y www.gatetel.com/files/EZ x { [ files/EZl x { [ files/E2. x )/ [) OpenWirt - System - LuCl x \ &
€« C' | [) 10.8.0.1/cgi-bin/luci/;stok=76127d0de4eca5d7e8782728527fe020/admin/system/ =
OpenWrt | OpenWrt Chaos Calmer 15.05-rc2 | Load: 2.37 2.33 2.29 | Auto Refresh:

System || Services Network
|| System || Administration]] Software  Startup  Scheduled Tasks _ LED C

System

Changes: 0

Backup / Flash Firmware _ Reboot

Here you can configure the basic aspects of your device like its hostname or the timezone.
System Properties

General Settings
Local Time Sun Jul 12 18:24:35 2015

ync with browser
[Openwit |

Hostname

Timezone

[utc v]

Time Synchronization

Enable NTP client

Provide NTP server

NTP server candidates

.openwrt.pool.ntp.org
openwrt.pool.ntp.org
openwrt_pool.ntp.org
openwrt.pool.ntp.org

Powered by LuCI Master (git-15.146.54948-a497fba)

5) Enter your new password.

[) www.gatetel.com/files/EZ! x ¥ [

€«

fles/EZl x [

files/EZ x | \_‘]Opean-Admwmstranc‘x\;

)
C' | [) 10.8.0.1/cgi-bin/luci/;stok=76127d0dedeca5d7e8782728527fe020/admin/system/admin/
OpenWrt | OpenWrt Chaos Calmer 15.05-rc2 | Load: 2.04 2.27 2.27

Status || System || Services Network

System | A stration | Software  Startup

Router Password

Changes: 0

Scheduled Tasks _ LED Configuration _ Backup / Flash Firmware  Reboot

Changes the administrator password for accessing the device

Password

Confirmation

SSH Access

Dropbear offers SSH network shell access and an integrated SCP server
Dropbear Instance

*Delete
Interface

unspecified

@ Listen only on the given interface or, if unspecified, on all

2 ]
@ Specifies the listening port of this Dropbear instance
v @ Alow

Password authentication

assword authentication
Allow oot logins with password

¥ @ Allow the root user to login with password
Gateway ports

@ Allow remote hosts to connect to local SSH forwarded ports
10.80.1/cgi-bin/luci/;stok=76127d0dedecaSd7e87827285275e020/admin/system/admin/
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6) Click save & apply.

0 flesrez x V[ files/Ezl x ([

2 x )/ [ OpenWrt - Administration X \{

=

€ - C |[)10.8.0.1/cgi-bin/luci/;stok=76127d0dedeca5d7e8782728527fe020/admin/system/admin/

SSH Access

Port

Password authentication
Allow root logins with password

Gateway ports

tAdd

@ Listen only on the given interface or, if unspecified, on all

@ specifies the listening port of this Dropbear instance
¥ @ Allow SSH password authentication
¥ @ Allow the root user to login with password

" @ Allow remote hosts to connect to local SSH forwarded ports

Drop
#1Delete
Interface 0w
lan: 2
®  unspecified

y
Here you can paste public SSH-Keys (one per line) for SSH public-key authentication.

Powered by LuCI Master (git-15.146.54948-a497fba)

Changing the password is highly recommended.
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9. Appendix C

1) download and install terminal program. Putty is available in THIS LINK.

2) insert the usb side of the usb to uart cable to the computer

3) check which com is connected: right click on my computer - manage = device
manager - COM & LPT - USB Serial Port(COMXx)

4)  Open putty.

5) under connection type, mark serial option. Under serial line enter COMx. Under speed
enter 115200.

6) Open.

EZmoto OpenVPN User Guide Ver2 August 2015
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10. Appendix D firewall

To open port in the OpenWRT firewall follow the next steps:

1) Click on the Network menu.
(&) e ]
ﬁ OpenWrt - Overview - Lu x\7 - - G e .
€« C' [} 10.8.0.10/cgi-bin/luci/;stok=ff2ff685c2c8a300043abc6fb3eebbla 7=

OpenWrt | OpenWrt Chaos Calmer 15.05-rc2 | Load: 2.75 2.44 2.29 | Auto Refresh:

Status System Services Logout

a Overview Firewall Routes  System Log Kernel Log Processes  Realtime Graphs

Changes: 0 =

Status

System

Hostname OpenWrt

Model Raspberry Pi

Firmware Version OpenWrt Chaos Calmer 15.05-rc2 / LuCI Master (git-15.146.54948-a497fba)
Kernel Version 3.18.14

Local Time Wed Jul 1 17:31:50 2015

Uptime 1d 3h 16m 25s

Load Average 2.82,2.47,2.30

- Memory

Total Available 414056 kB / 449928 kB (92%) ]

Free 412984 kB / 449928 kB (91%) |

Buffered 1072 kB / 449928 kB (0%) |

Network

IPv4 WAN Status Type: 3g

Address: 2.54.223.58
255.255.255.255

DNS 2: 82.102.139.10
Connected: 1d 3h 15m 32s

v
TDUA VAN CHatic - I
———

2) Click on the Firewall tab.

- [P =)
W [ OpenWrt - Interfaces - Lu x \
€« C' | [@ 10.8.0.10/cgi-bin/luci/;stok=ff2ff685c2c8a300043abc6fb3eebbla/admin/network/ w =

OpenWrt | OpenWrt Chaos Calmer 15.05-rc2 | Load: 2.77 2.49 2.31 | Auto Refresh: Changes: 0

System Services Logout

|| Interfaces | DHCP and DNS Static Routes  Di; i I Firewall I

Interfaces

Interface Overview

Network Status

LAN Uptime: Oh Om Os
5 MAC-Address: B8:27:EB:6B:81:32 1 -
27 (&) RX: 420.00 B (3 Pkts.) Z Connect A Edit %] Delete
br-lan TX: 1.15 KB (9 Pkts.)

Actions

3G Uptime: 1d 3h 16m 15s

RX: 23.76 MB (111462 Pkts.) & =
= TX: 14.26 MB (83124 Pkts.) L 4 Edit =
39-39 IPv4: 2.54.233.58/32

J]JAdd new interface...

- Global network options

IPv6 ULA-Prefix [fd33:eef9:0471::/48

@Reset @Save ([@Save & Apply

Powered by LuCI Master (git-15.146.54948-a497fba)
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3) Click on the Traffic Rules.

r —

’ [") OpenWrt - General Settin. X \ A

€« C D 10.8.0.10/cgi-bin/luci/;stok=ff2ff685c2c8a300043abc6fb3eebbla/admin/network/firew

OpenWrt | OpenWrt Chaos Calmer 15.05-rc2 | Load: 3.58 2.76 2.42
Status System Services Network Logout
Interfaces DHCP and DNS  Hostnames  Static Routes  Diagnostics | Firewall

General Settings Port Forwards Custom Rules

Firewall - Zone Settings

The firewall creates zones over your network interfaces to control network traffic flow.

~ General Settings
Enable SYN-flood protection

Drop invalid packets

Input [accept

Output | accept

Forward [reject

~Zones

Zone = Forwardings Input Output Forward Masquerading MSS clamping

lan: lan: ;*' = ‘wan [accept v |[accept v |[accept v]

wan: 3g: & [reject v |[accept v |[reject ]

fAdd

ZEdit %)Delete
| ZEdit % )Delete

@Reset

Powered by LuCI Master (git-15.146.54948-a497fb:

4) Scroll down and look for the "Open ports on router" section of the page.

r

’ [ OpenWrt - Traffic Rules - X \ A

& e

€« C' | [} 10.8.0.10/cgi-bin/luci/;stok=ff2ff685c2c8a300043abc6fb3eebbla/admin/network/firewa

OpenWrt | OpenWrt Chaos Calmer 15.05-rc2 | Load: 3.32 2.79 2.44
Status System Services Network Logout
Interfaces DHCP and DNS Hostnames Static Routes Diagnostics Firewall

General Settings Port Forwards | Traffic Rules Custom Rules

Firewall - Traffic Rules

Changes: 0

%
m

Traffic rules define policies for packets traveling between different zones, for example to reject traffic between certain hosts or to open WAN ports on the

router.

- Traffic Rules
Name Match Enable Sort
1Pv4-UDP

From any host in wan Accept input
To any router IP at port 68 on this device

Allow-DHCP-
Renew

1Pv4-ICMP with type echo-request
Allow-Ping From 2ny host in wan Accept input
To any router IP on this de
1Py4-IGMP
Allow-IGMP From any host in wan Accept input
To any router IP on this device
1Pv6-UDP
Allow-DHCPvE From IP range f280::/10 in wan with source port 547 Accept input
To IP range f280::/10 at port 546 on this device
1Pv6-ICMP with types 130/0, 131/0, 132/0, 143/0
Allow-MLD From IP range fe80::/10 in wan Accept input
To any router IP on this device
1PV6-ICMP with types echo-request, echo-reply, destination-unreachable, packet-too-big, time-

exceeded, bad-header, unknown-header-type, router-solicitation, neighbour-solicitation, router- L
Allow-ICMPV6- pe oy N Accept input and limit to
advertisement, neighbour-advertisement

Input 1000 pkts. per second

From any host in wan
To any router IP on this device
1Pv6-ICMP with types echo-request, echo-reply, destination-unreachable, packet-too-big, time-
Allow-ICMPV6- exceeded, bad-header, unknown-header-type Accept forward and limit
Forward From any host in wan to 1000 pkts. per second
To any host in any zone

|DEdit

(ZEdit

| ZEdit

(ZEdit

|ZEdit

(ZEdit

|DEdit

%)Delete

%)Delete

*)Delete

%)Delete

*]Delete

*)Delete

%]Delete
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5)

When you are done click Save & Apply.

Assign a name to the new Firewall Rule, and enter the protocol and port details.

[} OpenWrt - Traffic Rules - x ‘—* — -

& el

-

Openvpn-1194

€« > C 0O 10.8.0.10/cgi-bin/luci/;stok=ff2ff685c2c8a300043abc6fb3eebbla/admin/network/firewall/rules/ =
rorwara From any nost I Wan (U TUUU PKS. pET SEConu R
To any host in any zone
Any TCP
modbus-tcp- From any host in wan Accept input ¥ [«[* [ZEdit x]Delete
port-9998-rtu
To any router IP at port 9998 on this device
Any TCP
test_open_502 From any host in wan Accept input ¥ [+ * [ZEdit x]Delete
To any router IP at port 502 on this device
Any TCP .
Allow-SSH From any host in wan Accept input ¥ [¢|® [ZEdit x]Delete
To any router IP at port 22 on this device
" Any UDP
Hlere From any host in wan Accept input (7] + ¢ [ZEdit x]Delete

To any router IP at port 1194 on this device

Open ports on router:
Name Protocol External port
[New input rule ] [TCP+UDP ][ ] [EAdd
L
New forward rule:
Name Source zone Destination zone
] [lan v ]| [wan v]| [£)Add and edit. .

- Source NAT

addresses to internal subnets.

Name

New source NAT:

Name Source zone

Destination zone

Source NAT is a specific form of masquerading which allows fine grained control over the source IP used for outgoing traffic, for example to map multiple WAN

Match

This section contains no values yet

To source 1P To source port

Action Enable Sort

w SNAT rule] [lan v] [wan

v | [ Please choc v ] [Do not rew

] [€£)Add and edit...

[ OpenWrt - Traffic Rules -

x

c

(—

[ 10.8.0.10/cgi-bin/luci/;stok=ff2ff685c2c8a300043abc6fb3eebbla/admin/network/firewall/rules/

test_open_502

Allow-SSH

Allow-
Openvpn-1194

Any TCP

From any host in wan
To any router IP at port 502 on this device

Any TCP

From any host in wan
To any router IP at port 22 on this device

Any UDP

From any host in wan
To any router IP at port 1194 on this device

Open ports on router:

Name Protocol

External port

[Bllow-FTP | [TcP

v] BT

] #DAdd

New forward rule:

Name Source zone

Destination zone

ard rule

] [lan

v | [wan

v]

[£JAdd and edit...

Accept input @ [+ & [(ZEdit xDelete
Accept input v/ |« & ZJEdit x)Delete
Accept input v + ® | ZEdit x]Delete

- Source NAT

addresses to internal subnets.

Name

New source NAT:

Name Source zone

Destination zone

Source NAT is a specific form of masquerading which allows fine grained control over the source IP used for outgoing traffic, for example to map multiple WAN

Match

This section contains no values yet

To source 1P To source port

Action Enable Sort

[New SNAT rule] [lan v ] [wan

v | [~ Please choc ¥ ] [Do not rewrite

] [©JAdd and edit...

@Reset
Powered by LuCI Master (git-15.146.54948-a497fba)

** DO NOT FORGET TO SAVE
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6)

Check to see the updated rules.

[E ==

&«

[*) OpenWrt - Traffic Rules - x \\_3 ! *_

—— -
= €' | [ 10.8.0.10/cgi-bin/luci/;stok=ff2ff685c2c8a300043abc6fb3eebbla/admin/network/firewall/rules =
To any host in any zone
Any TCP
modbus-tcp- From any host in wan Accept input @ [+[3 [ZEdit [X]Delete
port-9998-rtu
To any router IP at port 9958 on this device
Any TCP
test_open_502 From any host in wan Accept input v + % |[ZEdit | x]Delete
To any router IP at port 502 on this device
Any TCP .
Allow-SSH From any host in wan Accept input (7] | ¢ [ZEdit |%]Delete
To any router IP at port 22 on this device
Allow- Ay UDP_ . ” 2
Openvpn-1194 From any host in wan Accept input ] + % ZEdit x]Delete
Any TCP N
Allow-FTP From any host in wan Accept input v + % | ZEdit %]Delete
To any router IP at port 21 on this device

Open ports on router:

Name Protocol External port
[New input rule ] [TcP+UDP v ][ ] [FAdd
New forward rule:
Name Source zone Destination zone
[New forward ule | [lan v | [wan v] [©)Add and edit...

- Source NAT

Source NAT is a specific form of masquerading which allows fine grained control over the source IP used for outgoing traffic, for example to map multiple WAN
addresses to internal subnets.

Name Match Action Enable Sort

This section contains no values yet

New source NAT:

Name Source zone Destination zone To source 1P To source port

4 > |
B - — — —
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11. Appendix E Leds

There are two leds in use in the OpenVPN EZmoto.
Both of them are on the back side of the EZmoto.

Led 2(red led) indicates registration to a network:
Blinking 0.5s on, 0.5s off, searching for a network
Blinking 3s off 0.3s on registered to a network.

Led 1(green led) indicates OpenVPN state:
Led off — not connected to OpenVPN

Led blinking — trying to connect to OpenVPN.
Led constant on — connected to OpenVPN.
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12. Misc

* The Bridging can traverse over Nat in the internal Cellular Company's network, assuming
the Slave is at the private IP range side of the Nat.

* The Bridging can traverse over two different cellular companies, depends on whether the
Slaves can reach the Master. This is most likely to happen if the cellular companies' WAN
aims to the Internet and the Master have a public IP address. Although the communication
speed may be influenced by their connectivity.

13. Product Variations

1. Pure OpenVPN
Cellular Modbus to RTU
3. OpenVPN modbus

N
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