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1. Product Description

The MODBUS RTU system consists of the following components:
* PC with MODBUS software
* EZmoto unit — with Fix IP Sim
* PLC

The EZmoto has two configurable IPv4 interfaces:
* 3G Interface (optional 4G)
* Ethernet Interface

[\

— ) azma()

/ Cellular Network
%/“

PC MODBUS F

Software y
PLC

Fix IP Sim

The PC communicates with the EZmoto through a cellular network. The PC sends and
receives data to and from the EZmoto and processes it with dedicated MODBUS
software. The EZmoto is connected to the PLC through RS485, and communicates
through MODBUS RTU. The EZmoto translates the MODBUS RTU to TCP and
forwards the data to the PC.

The EZmoto unit has 16 GPIO's that consist of 4*ADC, 1*1WIRE (4 temperature
sensors), 8*counter, 3*open collectors.
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2. Setting-up Equipment

2.1
1. Insert the micro SD card to the EZmoto units.
Connect the EZmoto units to power.
3. Open putty with the correct com at 115200 baud rate (instructions for
putty install are in section 5)

N

2.2. If this is the first use of the EZmoto you need to get the IP of the EZmoto.
To do so use the following steps:
1. Inthe putty window enter the ifconfig cmd.
2. Write down the IP address under the br-lan interface.

3. APN configuration
The First time setup requires configuring the APN.

1. Connect the Ethernet cable, set-up your computer's LAN IP so it would
match the EZmoto's network Address (refer to section 3 in this manual for
how-to setup IP Address in your local computer).

2. Openthe Web Browser and enter the EZmoto IP Address.

Refer to appendix B for first use of the OpenWRT.
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3. Open Network tab

, [*) OpenWrt - Overview - Lut x \ ~ - - - - .

€« C' | [ 10.8.0.10/cgi-bin/luci/;stok=ff2ff685c2c8a300043abc6fb3eebbla 7 =

OpenWrt | OpenWrt Chaos Calmer 15.05-rc2 | Load: 2.75 2.44 2.29 | Auto Refresh: Changes: 0

Status System Services Logout

|| Overview | Firewall Routes System Llog KernelLog Processes Realtime Graphs

Status

- System

Hostname OpenWrt

Model Raspberry Pi

Firmware Version OpenWrt Chaos Calmer 15.05-rc2 / LuCI Master (git-15.146.54948-a497fba)
Kernel Version 3.18.14

Local Time Wed Jul 1 17:31:50 2015

Uptime 1d 3h 16m 25s

Load Average 2.82, 2.47, 2.30

~ Memory

Total Available | 414056 kB / 449928 kB (2%) |

Free 412984 kB / 445928 kB (51%)

Buffered [ 1072 kB / 449928 kB (0%) ]

- Network

IPv4 WAN Status Type: 3g

Address: 2.54.232.58

% Netmask: 255.255.255.255

3g- Gateway: 2.54.233.58

2g DNS 1:82.102.139.20
DNS 2: 82.102.139.10
Connected: 1d 2h 15m 23s

TDUA \WAN Chatic - Ji
—

4. Edit the 3G interface

0 fles/EZl x [ m/files/EZ) % { [) wwwgatetelcom/files/EZ X ) [') OpenWirt - Interfaces - L

O SE=

€« C | [3 10.8.0.1/cgi-bin/luci/;stok=4ae38b55cec6d321f6fbfae12011cc31/admin/network/ w =

Changes: 0

Interfaces | DHCP and DNS  Hostnames _ Static Routes  Diagnostics _ Firewall

Interfaces

Interface Overview

Network Status Actions
Uptime: Oh 9m 165
LAN MAC-Address: B8:27:E8:C0:6B:B0
o (&) RX: 46.00 B (1 Pkts.) Z Connect @  Stop 7] Edit %]  Delete
brelan TX: 878.00 B (7 Pkts.)
1Pva: 192.168.87.1/24
36 Uptime: Oh 8m 475
RX: 20.08 KB (239 Pkts.) & EEETE
= TX: 213.06 KB (950 Pkts.) Comect @ Stop %] Delete

3g-3g 1Pv4: 10.186.96.160/32

{)Add new interface.

Global network options

1Pv6 ULA-Prefix Ed33 eef9:0471::/48

@Reset @Save ([@Save & Apply

Powered by LuCI Master (git-15.146.54948-a497fba)

5. Enter the APN and click Save & Apply
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files/EZl x { [Y m/files/EZ % | ) www.gatetel.com/files/EZl X /' [*) OpenWrt - Interfaces - Lu X

€« C' | [ 10.8.0.1/cgi-bin/luci/;stok=4ae38b55cec6d321f6fbfae12011cc31/admin/network/network/3g

OpenWrt | OpenWrt Chaos Calmer 15.05-rc2 | Load: 2.34 2.16 1.25 | Auto Refresh: Changes: 0
Services Network

Interfaces DHCP and DNS Hostnames  Static Routes Diagnostics Firewall

3G | LAN

Interfaces - 3G

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several network interfaces separated by spaces. You can also use
VLAN notation INTERFACE.VLANNR (.g.: eth@.1).

Common Configuration

General Setup

Status Uptime: 0h 10m 2s
% RX: 22.02 KB (263 Pkts.)

352 TX: 223.07 KB (999 Pkts.)
IPv4: 10.186.96.160/32

Protocol [UMTSIGPRSEEVDO — +v]
Modem device IdevittyACM3 v
Service Type [UmTsiGPRS ]
APN M co.il | |

PIN [

PAP/CHAP username oot

PAP/CHAP password [Deeee

Dial number [

[£)Back to Overview @Reset ©@Save Save & Apply}

Powered by LuCI Master (git-15.146.54948-a497fba)
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3. Firewall settings
To open port in the OpenWRT firewall, follow the next steps:

1. Click on the Network menu.

: [™) OpenWrt - Overview - Lut X \7

= mﬁlg

-_— - — - -
&« C | [} 10.8.0.10/cgi-bin/luci/;stok=ff2ff685c2c8a300043abc6fb3eebbla Tl =
OpenWrt | OpenWrt Chaos Calmer 15.05-rc2 | Load: 2.75 2.44 2.29 | Auto Refresh: Changes: 0
Status System Services Logout
Overview Firewall Routes  System Log Kernel Log Processes Realtime Graphs
|
Status
- System
Hostname OpenWrt
Model Raspberry Pi
Firmware Version OpenWrt Chaos Calmer 15.05-rc2 / LuCI Master (git-15.146.54948-a497fba)
Kernel Version 3.18.14
Local Time Wed Jul 1 17:31:50 2015
Uptime 1d 3h 16m 25s N
Load Average 2.82, 2.47, 2.30 I
~ Memory
Total Available 414056 kB / 449928 kB (92%)
Free 412984 kB / 449928 kB (91%)
Buffered 1072 kB / 449928 kB (0%)
~ Network
IPv4 WAN Status Type: 3
Address: 2.54.233.58 |
2~ Netmask: 255.255.255.255
DNS 2: 82.102.139.10
Connected: 1d 3h 15m 335
TDuA \WAN CHatuic I
—

2. Click on the Firewall tab.

. B B = ===)
W [ Openwrt - Interfaces - Lu. x
€« C' | [3 10.8.0.10/cgi-bin/luci/;stok=ff2ff685c2c8a300043abc6fb3eebbla/admin/network/ =

OpenWrt | OpenWrt Chaos Calmer 15.05-rc2 | Load: 2.77 2.49 2.31 | Auto Refresh:

Status [| System [} Services Logout

| Interfaces | DHCP and DNS Hostnames Static Routes Diagnostics

Interfaces

Changes: 0

- Interface Overview

Network Status Actions

LAN Uptime: 0h Om 0s
. MAC-Address: B8:27:E8:68:81:32
89 (=) RX: 420.00 B (3 Pkts.)
brelan TX: 1.15 KB (9 Pkts.)

3G Uptime: 1d 3h 16m 15s

= RX: 23.76 MB (111462 Pkts.)
TX: 14.26 MB (83124 Pkts.)

IPv4: 2.54.233.58/32

Connect (<] Stop (4|

Connect (<] Stop a

3339

{1)Add new interface. .

Edit 3]

Delete

%] Delete

- Global network options

IPV6 ULA-Prefix

[Fd33:eefo:0471::/48

@Reset

Powered by LuCI Master (git-15.146.54948-a497fba)

@sSave ([@Save & Apply
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3. Click on the Traffic Rules.

, —— =

l [*) OpenWrt - General Settin. x \ _

€« C 0 10.8.0.10/cgi-bin/luci/;stok=ff2ff685c2c8a300043abc6fb3eebbla/admin/network/firewall/

=
n

OpenWrt | OpenWrt Chaos Calmer 15.05-rc2 | Load: 3.58 2.76 2.42 Changes: 0
Status System Services Network Logout
Interfaces DHCP and DNS  Hostnames  Static Routes  Diagnostics | Firewall

General Settings Port Forwards Custom Rules

Firewall - Zone Settings

The firewall creates zones over your network interfaces to control network traffic flow.

- General Settings

Enable SYN-flood protection

Drop invalid packets

Input [accept

Output | accept

Forward [reject

- Zones

Zone = Forwardings Input Output Forward Masquerading MSS clamping

lan: lan: ;* = ‘wan [accept v |[accept v |[accept v] |JEdit x]Delete

wan: 3g: @ = [reject v ][accept v |[reject ] |JEdit x]Delete
Add

@Reset

Powered by LuCI Master (git-15.146.54948-a497fba)

4. Scroll down and look for the "Open ports on router" section of the page.

f = [E I E=NEEN )
ﬁ OpenWrt - Traffic Rules - X \_\

€« C' [ 10.8.0.10/cgi-bin/luc

stok=1f2ff685c2c8a300043abc6fb3eebbla/admin/network/firewall/rules/

=
n

OpenWrt | OpenWrt Chaos Calmer 15.05-rc2 | Load: 3.32 2.79 2.44 Changes: 0
Status System Services Network Logout
Interfaces DHCP and DNS Hostnames Static Routes Diagnostics Firewall

General Settings Port Forwards ~ Traffic Rules Custom Rules

Firewall - Traffic Rules

Traffic rules define policies for packets traveling between different zones, for example to reject traffic between certain hosts or to open WAN ports on the
router.

- Traffic Rules

Name Match Action Enable Sort

1Pv4-UDP
From any host in wan Accept input T |ZEdit ®]Delete
To any router IP at port 68 on this device

Allow-DHCP-
Renew

1Pv4-ICMP with type echo-request
Allow-Ping From any host in wan Accept input |ZEdit ®]Delete
To any router IP on this device
1Pv4-1GMP
Allow-IGMP From any host in wan Accept input |ZEdit ®]Delete
To any router IP on this device
1Pv6-UDP
Allow-DHCPV6 From IP range fe80::/10 in wan with source port 547 Accept input |ZEdit ®]Delete
To IP range fe80::/10 at port 546 on this device
1Pv6-ICMP with types 130/
Allow-MLD From IP range f280: v Accept input ZEdit ®]Delete
To any router IP on this device

IPVE-ICMP with types echo-request, echo-reply, destination-unreachable, packet-too-big, time-

exceeded, bad-header, unknown-header-type, router-solicitation, neighbour-solicitation, router- A -

advertisement, neighbour-advertisement Accept input and limit to [ZEdit ®Delete
2av < neg! Tisem 1000 pkts. per second =
From any host in wan

Allow-ICMPv6-
Input

To any router IP on this device

1PV6-ICMP with types echo-request, echo-reply, hable, pack big, time-
Allow-ICMPV6- bad-h s unk h -type Accept forward and limit 7
" o 3 2 %
Forward From any host in wan to 1000 pkts. per second ﬂEdl' #]Delete
To any host in any zone H v
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5. Assign a name to the new Firewall Rule, and enter the protocol and port
details. When you are done click Save & Apply.

& e

[ [*) OpenWrt - Traffic Rules - x ‘—7 - — e b &
€« > C D 10.8.0.10/cgi-bin/luci/;stok=ff2ff685c2c8a300043abc6fb3eebbla/admin/network/firewall/rules/
rorwary From any nost i wan W 1UUU PKLS. Per SECOnT N—
To any host in any zone
Any TCP
modbus-tcp- From any host in wan Accept input 7] + ¢ [ ZEdit x]Delete
port-9998-rtu
To any router IP at port 9998 on this device
Any TCP
test_open_502 From any host in wan Accept input 7] + ¥ ZEdit x]Delete
To any router IP at port 502 on this device
Any TCP
Allow-SSH From any host in wan Accept input @ [+ % [ZEdit x]Delete
To any router IP at port 22 on this device
Allow- Any UDP B 3
From any host in wan Accept input v + ¢ ZEdit x]Delete

Openvpn-1194
P P! To any router IP at port 1194 on this device

Open ports on router:
Name Protocol External port
[New input rule ] [TCP+UDP ][ | [EJAdd
L
New forward rule:
Name Source zone Destination zone
[Ne ie ] [lan v] [wan v]| [©lAdd and edit._.

R

- Source NAT

Source NAT is a specific form of masquerading which allows fine grained control over the source IP used for outgoing traffic, for example to map multiple WAN
addresses to internal subnets.

Name Match Action Enable Sort

This section contains no values yet

New source NAT:

Name Source zone Destination zone To source IP To source port

[New SNAT rule] [lan v] [wan v| [~ Please choc ¥ ] [Donot rewrite | [€]Add and edit...

— —
/' [1) OpenWrt - Traffic Rules - x \ _; - - P . .

<« C' | [} 10.8.0.10/cgi-bin/luci/;stok=ff2ff685c2c8a300043abc6fb3eebbla/admin/network/firewall/rules/
Any TCP
test_open_502 From any host in wan Accept input T4} o« 8 @Edit @Deme
To any router IP at port 502 on this device
Any TCP
Allow-SSH From any host in wan Accept input
To any router IP at port 22 on this device
Any UDP
From any host in wan Accept input
To any router IP at port 1194 on this device

Ky

+ | ZEdit x]Delete

Allow-
Openvpn-1194

v + % [ZEdit ®]Delete

Open ports on router:

Name Protocol External port

[Allow-FTP ] [TcP v 21 ] [EDAdd

New forward rule:

Name Source zone Destination zone

New

e ] [lan v | [wan v| [©€lAdd and edit...

~ Source NAT

Source NAT is a specific form of masquerading which allows fine grained control over the source IP used for outgoing traffic, for example to map multiple WAN
addresses to internal subnets.

Name Match Action Enable Sort

This section contains no values yet

New source NAT:

Name Source zone Destination zone To source IP To source port

wle] [lan v] [wan v]| [~ Please choc v ] [Donol ewiie | [€)Add and edit...

@Reset @save

Powered by LuCI Master (git-15.146.54948-a497fba)

** DO NOT FORGET TO SAVE AND APPLY **

(3 Save & Apply

-
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6.

Check to see the updated rules.

/ [ OpenWirt - Traffic Rules -

&«

ES e

C' | [} 10.8.0.10/cgi-bin/luci/;stok=ff2ff685c2c8a300043abc6fb3eebbla/admin/network/firewall/rules
To any host in any zone
Any TCP

g
n

modbus-tcp- From 2ny host in wan Accept input @ \JEdit *Delete
port-9998-rtu .
To any router IP at port 9998 on this device
Any TCP
test_open_502 From any host in wan Accept input 7] |ZEdit % ]Delete
To any router IP at port 502 on this device
Any TCP
Allow-SSH From any host in wan Accept input (7] | ZEdit %)Delete
To any router IP at port 22 on this device
Allow- Any UDP ) ‘ .
Openvpn-1194 From any host in wan Accept input v \ZEdit x]Delete
Any TCP
Allow-FTP From any host in wan Accept input | \ZEdit % ]Delete

To any router IP at port 21 on this device

Open ports on router:

Name Protocol

] [TcP=uDP__+

External port

[ ] #)Add

|w‘,%.\ input rule

New forward rule:

Destination zone

v ] [£)Add and edit. .

Name Source zone

[New forwardrule | [lan v ] [wan

- Source NAT
Source NAT is a specific form of masquerading which allows fine grained control over the source IP used for outgoing traffic, for example to map multiple WAN

addresses to internal subnets.

Name Match Action

This section contains no values yet

New source NAT:

Name Source zone Destination zone To source IP To source port

Enable Sort

4 »
It ——  — -

Instructions for opening ports for the OpenWRT MODBUS (or any other application
for that matter) can be found in section appendix D
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4. Modbus configuration

Software client setup

Open your client Modbus software and choose a remote TCP/IP Modbus connection,
port 503.

The Modbus works at higher rates than the cellular network can handle, because of
that the data frames may be received with delay. Set scan rate to the Modbus
application according to the performance of the cellular network (if there is a
timeout error extend the scan rate).

Choose the function code, address and quantity in case of a reading function.

The EZmoto supports function codes 1, 2, 3, 4, 5, 6, 15, 16.
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5. Modbus software
Case study: read holding register and write single coil in modbus software

1. Read holding register- function code 3

Go to setup = read/write definition
"It Modbus Poll - M

File Edit Connection

e ite Once Fé
B8 Mbpoll1 [  Readpirite Disabled  Shift+F6

x=0:Err=0:1D| Excellog... Al
No Connection Excel Logging OFf Alt+Q

Log... Ale+L
Loaging OFF Ale+0

Reset Counters Fiz
Reset All Counters Shift+F12

Use as Default

Choose 03 read holding registers

/. Modbus Poll - Mbpoll1
File Edit Col Fi S T Help

‘DSE& X ™ “ A /| 05061516172223 TC2, 2 W2
Bmbpottt - [B]X] Read/Write Definition

No Connection Slave ID:

Function: :
Address: IC' Protocol address. E.g. 40011 -> 10
Quantity:

Scan Rate: [ms]

Disable
[[] ReadAwtite Disabled
[[] Disable on error Read/wfite Once
View
Rows
@10 O O50 O100 O Fitto Quantity
[] Hide Alias Columns []PLC Addresses (Base 1)
[[] Address in Cell [C] Enron/Daniel Mode

- Modbus Poll - M 1

File Edit C I

¥ p
DEE& X T ~“ & /1 05061516172223 Tckl 2 N2

Slave ID:

Function: | 03 Read Holding Registers (4x) v [ Cancel ]

01 Read Coils (0x)
Address: |02 Read Discrete Inputs (1% o011 -> 10

Quantity: |04 Read Input Registers (3x)
05 Wiite Single Coil

. |06 Wiite Single Register
Scan Rate: | 1 \ite Multiple Cols
Disable |16 Write Multiple Registers
[ Read/white Disabled
[[] Disable on ermor Read/wiite Once

View
Rows

@10 O20 O50 O100 O Fitto Quantity

[ Hide &lias Columns ] PLC Addresses (Base 1)
[[] Address in Cell [C] Enon/Daniel Mode

Choose the address from which to read the registers in Address field.
Choose the amount of registers to be read in the Quantity field.



Write single coil — function code 5

Set/reset a single bit in a register.
"'« Modbus Poll - Mbpoll1

File Edit Connection Setup NI Display View Window Help
DeE& x O : Write Single Coil... AHFS ¥ TC e 2R |
? —— : Write Single Register...  A+FE s

B Mbpoll1 =1k Wirite Colls... Alt+F7

% =0:Err=0:1D=1:F ‘Write Registers. .. Al+F8

: ) ' 17: Report Slave ID...
22: Mask Write Register...
23: Read/Write Registers...

Test Center...

- Modbus Poll - Mbpoll1

File Edit Connection Setup Functions Display View Window Help
DeEed& X ™ B Il 050615 16 17 22 23 TC . % W2
& Mbpoll1 M =3 Write Single Coil

x=0:Err=0:1D=1:F = - l
No Connection Slave ID: [ send |

Alias I ~ Address: o l Cancel

Walue

O 0n @ off

Result
NAA

[] Close dialog on "Response ok

Use Function
) 05: Write single coil
O 15: Wiite multiple coils

Slave id- which PLC to write to.
Address- the address of the coil to write to.
Value- On=1 Off=0.
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3. Read single coil

“|./Modbus Poll - Mbpoll1

File Edit Connection Setup Functions Display VYiew Window Help
DEeE& X ™ '8 /1 0506151617 2223 Tco. 2 W2

Elmbpot (- [O][X] Read/Write Definition
x=0:Er=0:ID=1:F=
No Connection

Slave ID:

Function: 1:|1 Read Coils [0x) VI [ Cancel ]

Address: Protocol address. E.g. 11 -> 10

Quantity:

Scan Rate: m [ms]

Disable
[] Read/wfite Disabled

[[] Disable on error Read/wite Once

View
Rows

®10 O2 O50 O100 O Fitto Quantity

[ Hide Alias Columns []PLC Addresses (Base 1)
[[] &ddress in Cell [] Enron/Daniel Mode

Choose read coils in Function field.
Choose the address of the coils to be read.
Choose the amount of coils to be read in the Quantity field.
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6. Register mapping

a. Unit status

\ Register Function comments range
0 display inputs O-register in use, 1- not in use 0-1 (8 times)
1 input voltage general register 0-12000[mV]

Display inputs example 00010100

b. Analog to digital convert registers

\ register function comment range
2 ADC 0-65535
3 ADC 0-65535
4 ADC 0-65535
5 ADC 0-65535
Example:

DEE&S X T & /1 0506151617 2223 TC
x = 60: Err = 16:1D = 1: F = 03: SR = 10000ms
No Connection

00000 00020 | 00040/

0| 00000000 1111 1111 2 10

1 12380 - 10

2 -0.0625

3 -

4 -0.0625

5 -

6 -0.0625

_7' -

8 10 0 -0.0625

9 10 - -
10| 4 0
11 4 -
12| 0 0
13 s -

The picture shows the four ADC registers.
The arrow points to ADC 3 (reg#4) and the ADC's raw value is 158.
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c. RCfilter for the ADC's

\ register Function comment range

6 ADC filter 1-255

7 ADC filter 1-255

8 ADC filter 1-255

9 ADCfilter 1-255
Example:

DEE& X T = & . 0506151617 2223 TC

Tx=60:Err=16:ID=1: F=03: SR=10000ms
No Connection

The picture shows the four RC filter values.
The arrow points to the filter of ADC2 (reg#7)

L | 00000 00020 I 00040 I

_IJ 000D 000D 1111 1111 2 10
il 12380 -- 10

| T 0 0.0625

3 332 = N

4] 158 1025 -0.0625
5 -
6 -0.0625
> N
8 -0.0625
9

The ADC's shown value is 10 (tenths of a second)
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d. Counter triggers
\ register function trigger comment range
10 counter R/F/BOTH 4-6
11 counter R/F/BOTH 4-6
12 counter R/F/BOTH . . 4-6
13 counter R/F/BOTH BOTH-bo;c:hfrllT‘mg&falllng(4) 16
14 counter R/F/BOTH -? .|ng(5) 4-6
R-rising(6)
15 counter R/F/BOTH 4-6
16 counter R/F/BOTH 4-6
17 counter R/F/BOTH 4-6
g[]ﬁﬂéxf‘f =~ = /. 05061516 1
x=60:Err=16:1D=1: F = 03: SR = 10000ms
No Connection
00000 00020 00040
0000 0000 1111 1111 2 10
12380 - 10
0 -0.0625
332 - -
158 1025 -0.0625
154 - -
10 0 -0.0625
10 - -
10 0 -0.0625
10 - -
0
0
10
10
10
0
10
- 10

Example:

The picture shows the triggers of the 8 counters.

The arrow points to the trigger of counter4 (reg#13), its value is 5, which
means that the counter will increase on falling edge.
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e. Countervalue
\ register function comment range
18,19 counter value(consists of 2 registers) long CD AB 0-4294967295
20,21 counter value(consists of 2 registers) long CD AB 0-4294967295
22,23 counter value(consists of 2 registers) long CD AB 0-4294967295
24, 25 counter value(consists of 2 registers) long CD AB 0-4294967295
26, 27 counter value(consists of 2 registers) long CD AB 0-4294967295
28, 29 counter value(consists of 2 registers) long CD AB 0-4294967295
30, 31 counter value(consists of 2 registers) long CD AB 0-4294967295
32,33 counter value(consists of 2 registers) long CD AB 0-4294967295
DLDeEd& X & 05 06 15 16 1;

Tx=60:Err=16:ID=1:F=03: SR=10000ms
No Connection

17
18
9

The picture shows the 8 counter values.
The arrows point to Counter 4 (regs#24, 25). The format is CDAB (which

00000
00000000 1111 1111

[ e Y e Y e L I =™ ™

CNT1

T
l

00040 |.

10
10,

indicates reg#24 as LSB, and reg#25 as MSB).
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f. Counter de-bounce value

\ register function comment range
34 de-bounce value 0, 5-255
35 de-bounce value 0, 5-255
36 de-bounce value 0, 5-255
37 de-bounce value 0, 5-255
38 de-bounce value 0, 5-255
39 de-bounce value 0, 5-255
40 de-bounce value 0, 5-255
41 de-bounce value 0, 5-255

'Tx= 60:Err=16:ID=1:F=03: SR=10000ms
No Connection

00000 | 00020 00040
0| 000ODOOOD 11111111 2
2 40671 0 -0.0625
E e I ”
4 158 1025 -0.0625
5 154 - -
6 10 0 -0.0625
7 10 - N
5 10 0 -0.0625
9 10 N .
10 4 0
1 4 -
12 0 0
13 5 --
14 0 10 ¢
15 0 10
16 0 10
17 0 0
18 8 10
19 - 10

Example: The picture shows the de-bounce value of the counters.

The arrow points to counter 1 de-bounce (reg#34).

The value 0 means no de-bounce. Otherwise set a de-bounce value between
5 and 255 ms.
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g. Temperature sensor

\ register function comment range
42,43 temperature sensor float format BA DC
44, 45 temperature sensor float format BA DC
46, 47 temperature sensor float format BA DC
48, 49 temperature sensor float format BA DC
ITx= 60: Err=16:ID=1:F=03: SR =10000ms
No Connection
00000 00020 00040[

0| 000000001111 1111 2 10
1] 12380 -

2 40671 0
B 332 [
4 158 1025
5] 154 -
6 10 0
7 10 -
8| 10 0
9 10 -
10| 4 0
A1 4 -
12 0 0
13 S -
14 0 10
15| 0 10
16| 0 10
17| 0 0
18| 8 10
19 - 10

Example:

The picture shows the four temperature sensors in BA DC format.

The arrow points to temperature sensor 1 (regs#43, 44) and the value is -0.0625 (not

available)
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WRITE:
a.
\ register function comment range
6 ADC filter 1-255
7 ADC filter 1-255
8 ADC filter 1-255
9 ADC filter 1-255
The ADC filter shows the time in tenths of a second for the RC filter, its range is
between 1 and 255.
b.
\ register function trigger comment range
10 counter R/F/BOTH 4-6
11 counter R/F/BOTH 4-6
12 counter R/F/BOTH . ) 4-6
13 counter R/F/BOTH BOTH'bOE_‘f;'ITi'Egé‘) falling(4) ¢
14 counter R/F/BOTH R_rismg( 6) 4-6
15 counter R/F/BOTH € 4-6
16 counter R/F/BOTH 4-6
17 counter R/F/BOTH 4-6

The counters can be triggered at a rising, falling or both rising and falling
edge of the GPIO

4- Both

5- Falling

6- Rising

c. Countervalue

\ register function comment range

18,19 counter value(consists of 2 registers) long CD AB 0-4294967295
20,21 counter value(consists of 2 registers) long CD AB 0-4294967295
22,23 counter value(consists of 2 registers) long CD AB 0-4294967295
24, 25 counter value(consists of 2 registers) long CD AB 0-4294967295
26, 27 counter value(consists of 2 registers) long CD AB 0-4294967295
28, 29 counter value(consists of 2 registers) long CD AB 0-4294967295
30, 31 counter value(consists of 2 registers) long CD AB 0-4294967295
32,33 counter value(consists of 2 registers) long CD AB 0-4294967295

The counter value can be set manually, the range is 0-4294967295
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d.
\ register function comment range
34 de-bounce value 0, 5-255
35 de-bounce value 0, 5-255
36 de-bounce value 0, 5-255
37 de-bounce value 0, 5-255
38 de-bounce value 0, 5-255
39 de-bounce value 0, 5-255
40 de-bounce value 0, 5-255
41 de-bounce value 0, 5-255

The de-bounce value can be set to:
0- No de-bounce.
1- 5to 255 de-bounce time in milliseconds.

e.
\ register function comment range
42 temperature sensor interval float 0-255

Temperature sensor interval is the time between two temperature samples in
10*second.
The range of the register can be between 0 and 255 (disabled)
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7. Modbus serial parameters configuration
1. Edit the configuration file '/etc/modbus_config.py'

You can choose nano or vi.

root@0penkrt:™# nano /etc/modbus_config.py i

2. Edit the SerialParams variable in the file:

# App imports this file to sock_modbus,py

# Choose one of the following options: 'tcpserver', 'tcpclient', 'rtuserver', 'rtuclient', 'tcp2rtu', 'rtu2tcp’
hode="tcp2rtu’
# Choose TCP/IP parameters

ip="'10,0,0,202"
port=9999

# Choose Serial parameters (uses pySerial default values), Port is mandatory. To Config use one of the following:

# string: sets port only (all else uses default values) e.g.
e.g. '/dev/ttyUsB2'
# tuple: set values in this order: (port, baudrate, bytesize, parity, stopbits, timeout, xonxoff ..)
e.g. ('/dev/ttyuUsB2', 115200, 8, 'N', 1, 0.4, True)
('/dev/ttyusB2', 9600 , 7, 'E', 1)
# dictionary: sets specific parameter use (all else uses default values)
e.g. {'port':'/dev/ttyuUSB2', 'baudrate':115200}
e.g. {'port':'/dev/ttyuUsB2', 'parity':'E'}

# default values:; baudrate = 9600, bytesize = 8, parity = 'N', stopbit = 1, timeout = 0,1 {(cannot be in blocking mode), xonxoff = False ...

berialParams={'port':'/dev/ttyuUsB2', 'parity':'E'}

3. Reboot to save
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8. Appendix A

(Windows)

To set an IP address, go to control panel, and choose Network and Sharing Center.

Click on the Local Area Connection and choose properties

=i

G_Ov’:,f <« Net... » Network and Sharin... v l‘, ” Search Control Panel pl
@ -
View your basic network information and set up

Change adapter settings connections

Change advanced sharing L& ‘/_k 0 See full map

settings

Control Panel Home

«3FRANKENPC... Network Internet
(This computer)
View your active networks Connect or disconnect |E

Access type: Internet
Network HomeGroup: ___Joined
t Home network Connections:
Connection|

Change your networking settings
ﬁ. Set up 2 new connection or network
<

See also Set up 3 wireless, broadband, dial-up, ad hoc, or VPN
connection; or set up a router or access point.

HomeGroup
Internet Options 's. Connect to a network
Windows Firewall Connect or reconnect to a wireless, wired, dial-up, or VPN

network connection. -

Select Internet Protocol Version 4 (TCP/IPv4) and choose Properties

U Wireless Network Connection Properties M

Networking | Sharing

Connect using:

| ¥ Broadcom 802.11n Network Adapter |
This connection uses the following items:

38} \irtualBox Bridged Networking Driver 2
451305 Packet Scheduler

45} File and Printer Sharing for Microsoft Networks

<& |ntemet Protocol Version 6 (TCP/IPv6)

¥ e et Protocal Version 4 (TCP/IPvd) | el

4. Link-Layer Topology Discovery Mapper 1/0 Driver

-4 Link-Layer Topology Discovery Responder v
< | " |
e [opene ]
Description

Transmission Control Protocol/Intemet Protocol. default
wide area network protocol that provides communication
across diverse interconnected networks.

[ ok ][ cancel




Gatelel

{oT Solutions

Set up the IP address, Subnet mask and Default gateway, you can also set up DNS
Servers if you wish.

Internet Protocol Version 4 (TCP/IPv4) Properties M

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(©) Obtain an IP address automatigélly
|©@ Use the following IP address:|

IP address: 0w.0.0.1
Subnet mask: 255.255.255. 0
Default gateway: 192.168. 0 . 2

Obtain DNS server address automatically
(@) Use the following DNS server addresses:
Preferred DNS server: @_ 8 .8 .8 .38
Alternate DNS server:

8 .8 .4 .4

[T validate settings upon exit
@
W ok | [ Cancel ]

When you are done, press ok to save.

(Linux)

Open a command line terminal, and issue the ifconfig command the following way:
Ifconfig <intf> <ip-address> netmask <subnet-mask>

I S - =]

[rootChonding_testhed rootl# ifconfig hond® 192.168.10.108 netmask 255.255.255.0 4|
broadcast 192.168.18.255

[root@honding_testhed rootl#f ifconfig hond@

bhond@ Link encap:Ethernet HWaddr 00:00:00:00:00:00

inet addr:192.168.18.18 Bcast:192.168 55 Mask:255.255.255.8

UP BROADCAST RUNNING MASTER MULTICAST MTU:1588 Metric:1

R¥ packets:@ errors:8 dropped:8 overruns:8 frame:0

TX packets:@ errors:8 dropped:8 overruns:8 carrier:@

collisions:@ txqueuelen:8

RX hytes:8 (8.8 h> TX bytes:8 (8.8 h>

[rootBhonding_testhed rootl# _ EI

When you're done you can view the interface with the ifconfig command (you must
have privileges to change these settings, be root or use sudo accordingly).

To check connectivity, in any OS, use the ping command in command line.

Here is an example of a working connectivity between two stations:
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\Adninistratordping 69.147.11
ng 69.147.114.224 with 32 hytes of data:

Reply from 69.147.114.224: bhytes=32 tine=188ns 43

Reply from 69.147.114.224 3 483ns 43

Reply fron 69.147.114 382n 43

Reply fron 69.147.114 y ine ~402ns 43

@ (Bz loss),

Approxinate round trip times econds:
i 2ns, Maximun = 483ms, Average = 396ms

Minimun 382

rator>ping gmail.com

Pinging gnail.con [209.85.153.19) with 32 bytes of data:
Reply fron
Reply fron
Reply fron
Reply fron

time=131n
time=131n
tine=131ns
Ping statistics for 209.85.153.19:
! Packets: Sent = 4, Received = 4, I
in milli
148ms. Average

\Docunents and Settings\dninistrator)
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9. Appendix B

Entering the OpenWRT for the first time
1. Open your browser and enter the EZmoto IP Address.

r —

PR PreY ——
er OpenWrt - LuCl x \ _

€« C' | [ 10.8.0.10/cgi-bin/luci

Authorization Required

Please enter your username and password.

Username

Password

@Reset {([@Login

2. Enter the password and click Login (the default password is 123456).

3. Go to system tab.

[') www.gatetel.com/files/EZ x \ [ I.com/files/EZ1 x { [

fles/E2l X)) [ OpenWrt - Overview - Lut X . ) Lol S

€« C' | [} 10.8.0.1/cgi-bin/luci/;stok=76127d0de4eca5d7e8782728527fe020
OpenWrt | OpenWrt Chaos Calmer 15.05-rc2 | Load: 2.57 2.32 2.28 | Auto Refresh:

Status Services Logout

|| Overview | Firewall Routes _Systemlog _Kemellog Processes _Realtime Graphs

N

%| =

Changes: 0

Status

System

Hostname
Model

OpenWrt
Raspberry Pi
Firmware Version OpenWrt Chaos Calmer 15.05-rc2 / LuCI Master (git-15.146.54948-a497fba)
Kernel Version 3.18.14

Local Time Sun Jul 12 18:23:31 2015

Uptime 2h 4m 47s
Load Average 2.42,2.33,2.28

Memory

Total Available 421104 kB / 449928 kB (93%)

Free
Buffered

1072 kB / 449928 kB (0%)

Network

1Pv4 WAN Status Type: 30
Address: 10.186.96.160
Netmask: 255.255.255.255
- Gateway: 10.186.96.160
DNS 1: 82.102.135.10
DNS 2: 82.102.135.20
Connected: 2h 3m 485

IPv6 WAN Status 5
"~ Not connected
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4, Go to administration tab.
)l

fles/Ez! x \ [ Icom/files/E2. % )| [ OpenWrt - System - LuCl x \___\

[) www.gatetel.com/files/EZI x { [

€« C' | [) 10.8.0.1/cgi-bin/luci/;stok=76127d0de4eca5d7e8782728527fe020/admin/system,

OpenWrt | OpenWrt Chaos Calmer 15.05-rc2 | Load: 2.37 2.33 2.29 | Auto Refresh: Changes: 0

Services Network

system [ Administration] Software  Startup  Scheduled Tasks _ LED Ci

System
Here you can configure the basic aspects of your device like its hostname or the timezone.

Backup / Flash Firmware _ Reboot

System Properties

General Settings

Local Time Sun Jul 12 18:24:35 2015 [@Sync with browser

[Openwit |

Hostname

[oTe 7]

Timezone

Time Synchronization
Enable NTP client v
)

[0-openwrt_pool.ntp.org

[1.openwrt.pool.ntp. org

[2-openwrt.pool ntp.org

Provide NTP server

NTP server candidates

©@Save [@Save & Apply

Powered by LuCI Master (git-15.146.54948-a497fba)

5. Enter your new password.

el e

0O files/EZ! x ¥ [ ffiles/EZl x { [ files/EZ % /' [*) OpenWrt - Administratior X

€« C | [3 10.8.0.1/cgi-bin/luci/;stok=76127d0dedeca5d7e8782728527fe020/admin/system/admin/

b
m

Changes: 0 [l

OpenWrt | OpenWrt Chaos Calmer 15.05-rc2 | Load: 2.04 2.27 2.27

status || System | Services Network
System | Administration | Software  Startup  Scheduled Tasks  LED Configuration  Backup / Flash Firmware  Reboot

Router Password

Changes the administrator password for accessing the device

Password

Confirmation

SSH Access

Dropbear
#IDelete

Interface 3g: @
lan:
®  unspecified

@ Listen only on the given interface or, if unspecified, on all

[ ]

Port
© specifies the listening port of this Dropbear instance

Password authentication ¥ @ Allow SSH password authentication
Allow root logins with password @ @ Allow the root user to login with password
Gateway ports () @ Allow remote hosts to connect to local SSH forwarded ports

10.8.0.1/cgi-bin/luci/;stok=76127d0dedeca5d7e8782728527fe020/admin/system/admin/



Gatelel

6. Click save & apply.
[ www.gatetel.com/files/Ezl x ¥ [ files/EZ x [ €2 x )/ [ OpenWrt - Administratio xL & Lol

<« C' | [) 10.8.0.1/cgi-bin/luci/;stok=76127d0dedeca5d7e8782728527fe020/admin/system/admin/ =

SSH Access

p
#]Delete
Interface 30: @
lan: 42!
®  unspecified

@ Listen only on the given interface or, if unspecified, on all

Port B2 ]
@ Specifies the listening port of this Dropbear instance

Password authentication ¥ @ Allow SSH password authentication
Allow root logins with password @ @ Allow the root user to login with password
Gateway ports ) @ Allow remote hosts to connect to local SSH forwarded ports

Add

y
Here you can paste public SSH-Keys (one per line) for SSH public-key authentication.

DReset @save
Powered by LuCl Master (git-15.146.54948-a497fba)

@save s Appi)

Changing the password is highly recommended.
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10. Appendix C

a.
b.
C.

Download and install terminal program. Putty is available in THIS LINK
insert the usb side of the usb to uart cable to the computer

check which com is connected: right click on my computer - manage
- device manager - COM & LPT - USB Serial Port(COMx)

Open putty.

Under connection type, mark serial option. Under serial line enter
COMx. Under speed enter 115200.

Open.

11. Product variations

1. Pure OpenVPN
2. Cellular Modbus to RTU
3. OpenVPN modbus



